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Agent Welcome Packet

Introduction

This Welcome Packet is designed to onboard and introduce new Agents to the Kentucky Health
Benefit Exchange's systems and programs. This document provides an overview of the
onboarding process and detailed onboarding steps. Additional Agent training materials can be
found on KHBE's website at KHBE .ky.gov.
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1 Welcome Letter
Getting Started with the Kentucky Health Benefit Exchange

Welcome to the Kentucky Health Benefit Exchange (KHBE) Program! KHBE oversees
and manages the program, the certification/registration process, education and outreach,
and program information for the State-Based Marketplace (SBM).

Agents use the SBM to enroll individuals and businesses in healthcare through the kynect Self-
Service Portal (SSP). Agents use the SSP and Agent Portal to intake new clients, browse plans,
generate reports, create proposals, and view all incoming notifications and announcements from
Worker Portal.

KHBE coordinates and monitors the training requirements for Agents to access the SSP and
Agent Portal. This packet outlines the necessary steps and requirements Agents must complete
before they can access any KHBE trainings. As public health emergencies arise, these steps
and requirements may be modified. If this does occur, the Agent will receive communications
with specific updates and details. Agents must read the instructions carefully as they navigate
through the process and follow the steps in the order they are listed. Do not skip any steps.

KHBE Team
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2 Agent Onboarding Glossary of Terms

KHBE has put together a glossary of terms for Agents to review to help through the onboarding

process.

Term

Advance Premium Tax
Credit (APTC)

Agent Training Role

kynect

State-Based Marketplace
(SBM)

Definition

A tax credit Individuals can take in advance to lower their monthly
health insurance payment (or “premium”). The advanced payment is
reconciled on the year’s tax return.

Based on the payment assistance the Individual qualifies for, their tax
credit may change.

This is also referred to as “Payment Assistance”.

A role assigned to Agents in the Kentucky Online Gateway (KOG)
that grants them access to training and QHP enrollment.

A Commonwealth of Kentucky website where individuals apply for
benefit programs and resources including: Medicaid, Qualified Health
Plan (QHP), Advance Premium Tax Credit (APTC), Kentucky
Children's Health Insurance Program (KCHIP), Kentucky Integrated
Health Insurance Premium Payment (KI-HIPP) Program, Supplemental
Nutrition Assistance Program (SNAP), Kentucky Transitional
Assistance Program (KTAP), and Child Care Assistance Program
(CCAP).

There are three systems that make up kynect:
e kynect benefits
e Kkynect resources

¢ kynect health coverage

State-owned marketplace through which consumers and small
businesses can obtain health and/or dental insurance coverage.

Kentucky Children's Health A program that provides health coverage to children facing barriers

Insurance Program
(KCHIP)

such as high cost and lack of access to coverage. This applies to
children under the age of 19.
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Kentucky Online Gateway A website, KOG.CHFS.ky.gov, that Agents visit to access the Self-
(KOG) Service Portal.

A federal and state program that provides health coverage to
Medicaid low-income adults, pregnant women, children, and individuals
with disabilities.

The Commonwealth of Kentucky's Learning Management System
MyPurpose (LMS) where Agents complete training. MyPurpose is accessed
through KOG.

An insurance plan certified by the State-Based Marketplace that
provides essential health benefits, follows established limits on cost-
sharing (like deductibles, copayments, and out-of-pocket maximum
amounts), and meets other requirements under the Affordable Care
Act.

Qualified Health Plan
(QHP)


https://khbe.ky.gov/Agents-kynectors/Documents/Vocabulary-Terms-and-Acronyms.pdf
https://khbe.ky.gov/Agents-kynectors/Documents/Vocabulary-Terms-and-Acronyms.pdf
https://kynect.ky.gov/s/?language=en_US
https://ssointernal.chfs.ky.gov/adfs/ls/?wa=wsignin1.0&wtrealm=https%3A%2F%2Fkog.chfs.ky.gov%2Fhome%2F&wctx=rm%3D0%26id%3Dpassive%26ru%3D%252Fhome%252F&wct=2021-02-08T16%3A20%3A12Z
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3 Creating a New Kentucky Online Gateway (KOG) Account for Agents

To access the Agent training on MyPurpose and kynect, Agents must create a Kentucky Online
Gateway (KOG) account. Follow the steps below to create a KOG account.

I
| Please note: Individuals who already have a KOG account should NOT create a new account |
| and should use their existing KOG account to access the trainings in MyPurpose. If an Agent :
I

| I

| Please note: Once an Agent has completed onboarding in KOG, it may take up to 24-hours to |
| gain access to Agent training in MyPurpose. |

Please note: When creating a KOG account, Agents must enter their own information and create
the account on behalf of themselves. For example, an Agent’s assistant may not create a KOG
account for them.

3.1 Steps to Create a New Agent KOG Account

1. Navigate to the KHBE Insurance Agents page.

2. Click Let’s Get Started.

3. Select Create New Account located at the bottom of the screen.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help x
page.

KENTUCK Y.l
OMLINE GATEWAY

Sign in with your Kentucky Online
Cateway (KOC) Account

Email Address

Please note: Agents must use their full legal first and last name matching their Insurance License :
when creating a KOG account. Do NOT use an assistant’s name or a nickname when creatinga |
KOG account. I


https://kynect.ky.gov/healthcoverage/s/agents?language=en_US
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5. Enter a valid email address into the Email Address field and the Verify Email Address
field.

| Please note: To create a KOG account, Agents must use a valid work email that has not been |
| used for a citizen KOG account. |

| Please note: Password must be at least 8 characters in length and contain at least one number,
| one lowercase letter, and one uppercase letter. |

7. Enter the previously created password in the Verify Password field.

Please complete your Kentucky Online Gateway Profile

@ If you already have an existing Kentucky Online Gateway (KOG) Account, please click here to reset your password OR click on the CANCEL button below to log into your account

Please fill out the form below and click Sign Up when finished.

All fields with * are required

First Name Middle Name Last Name

E-Mail Address Verify E-Mail Address

Password * Verify Password

8. Enter the mobile phone number into the Mobile Phone Number field.
9. Enter a street address into the Street Address 1 field.

10. Enter a street address into the Street Address 2 field.

11. Enter a City and a Zip Code.

12. Select a Preferred Language.

13. Select a question from the Security Question drop-down box.

14. Below the previously selected security question, enter the response for the security
guestion in the Answer field.

15. Select a question from the second Security Question drop-down box.

16. Below the previously selected security question, enter the response for the security
guestion in the Answer field.

I : : : , ,

| Please note: Mandatory fields are marked with a red asterisk. All mandatory fields must be filled |
| outin order to successfully create a KOG account. |
I
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17. Review all fields to confirm accuracy. Then, select Sign Up.

FAQ ‘ Help | @ English ~

Please complete your Kentucky Online Gateway Profile

© If you already have an existing Kentucky Online Gateway (KOG) Account, please click here to reset your password OR click on the CANCEL button below to log into your account

Please fill out the form below and click Sign Up when finished

All fields with * are required
First Name Middle Name Last Name
E-Mall Address Verify E-Mall Address
Password Verify Password
Mobile Phone Language Preference
English v
Street Address 1 Street Address 2
city State Zip Code
Question Answer
in what city were you born? (Enter full name of city only v
Question Answer
first v
CANCEL SICN UP

18. A confirmation notification displays, and an email notification is sent to the email provided.

MYKY

MyKentucky.gov

Please complete your Kentucky Online Gateway Profile

YOU HAVE 4 HOURS TO COMPLETE THE PROCESS

© Your account has been requested and is pending email verification. Please check your email
and click on the link provided to verify your account. If you do not see the verification email in
your inbox, please check your spam or junk folder. If no email was received click here_

If you have already verified your account by clicking the link provided in the email,
please click on SIGN IN button to continue. JE[e{NRI]

| Please note: Once the automated activation email has been received, select the activation link in
| the email. The activation link must be selected within four (4) hours to complete the verification
: process or the account request is deleted, and the registration process must be completed again.



Agent Welcome Packet

19. If a mobile number was provided, the individual is prompted to register that number. Click
Skip and Continue to navigate to the sign-in page.

e To register the mobile number, select Send Passcode next to the prepopulated phone
number.

e The individual receives a text message on the mobile device containing an 8-digit
code.

e Enter the code received in the Enter Passcode field.
e Select Validate & Verify.

e The individual receives a notification that the mobile device has been successfully
validated and the account has been created.

MYKY

MyKentucky.gov

Validate New Account

@ Providing your mobile number will allow for easy retrieval of email and password. It will
also allow participating applications to send critical communications about your account.

Register Your Mobile Number

Enter Mobile

(859) 555-6666
Phone

Send Passcode

Skip and Continue

Disclaimer :
+ Standard Text Messaging and Data rates may apply. If you do not have an active plan with
your cellular service provider, please click Skip and Continue.

« The Kentucky Online Gateway will never provide your information to outside entities or sell it to
marketing organizations.

20. Select Continue to Logon, located in the bottom right corner of the screen.

Validate New Account

T Your mobie nomber has been successtully verified!

XSt JCCOUNE NAS BRON SUCCasHtl Created

10
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21. Enter Email Address and click Next.

Welcome to the new Kentucky Online Gateway (XOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help x
page.

KENTUCKY i

ONLINE GATEWAY

Sign in with your Kentucky Online
Cateway (KOG) Account

Email Address

English v

22. Enter Password and click Verify.

KENTUCKY. il

ONLINE OATEWAY

Verify with your password

Password

11
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23. Confirm that the First Name, Middle Name, and Last Name are correct. This name must
match what is listed on the Agent’s DOI insurance license.

24. Provide answers to each required question marked with an asterisk (*) to complete the
Remote Identity Proofing (RIDP) process. Then, click Next.

User Verification

@ The Kentucky Online Gateway must verify your identity information by using public records and consumer credit
information. Your information may alsa be verified by using information contained in your Commonwealth of
Kentucky records. Please fill out the form below using your Legal Name. Fields with asterisk are required. Click
Next when finished.

* Legal First Name Middle Name * Legal Last Name
assam koraku
Name Suffix Gender Phone Number
Birth Date Social Security Number Email
v v v

assam,korakul23@dispostable.com
* Home Address * City * State
Kentucky v

* Postal Code Postal Extension Code

{3 Experian

Identity proofing is enabled by

By checking this box | am certifying that | understand the services being requested are regulated by
the Fair Credit Reporting Act and that permissible purpose is required. Any special procedures
established by my company ("Experian Subscriber”) for obtaining the consumer's authorization to
receive infarmation from the consumer's personal credit profile from Experian have been met. | certify
that the consumer named above has initiated a transaction with my company, and that the service
being requested will be used solely to confirm the consumer's identity to avoid fraudulent transactions
in the consumer's name.

12
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25. At this point, some users may be prompted to verify their identities. In this case, the Agent
must provide answers to each required question to complete the Remote Identity Proofing
(RIDP) process. Experian verifies the information provided and may present the user with
guestions based on their credit profile. Provide answers to each question. Then, click

Next.

User Verification

e If you do not encounter the RIDP screen please proceed to Step 26.

e If you encounter this screen, please enter information in all fieds on this screen and
enter your personal information (home address, personal phone number, etc.).

Do not enter your business address and phone number.

Enter your name exactly as it appears on your Kentucky DOI license
including hyphens and extensions (Jr., Sr., lll, etc.). Any name changes that
may have occurred should be matched with the information provided to
Kentucky DOI.

e Completed the subsequent screens and follow the onscreen instructions to confirm
your identity.

Please note: This information is being used to identify you as an individual and will not be shared :
or displayed in the system. If you are unsure of how DOI has your information listed you may |
I

search for it here.

Please note: If the user does not have a credit history or Experian cannot perform identity
proofing online, a screen similar to the one below displays. The user will be given a reference

I
I
number and will need to call the Experian Help Desk. :


https://insurance.ky.gov/ppc/Agent/Default.aspx
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| Please note: When completing the ID proofing process, the Agent should use their personal :
information and not their business information. |

helpdesk before completing this process. Please call them at 1~866~578-5409@.

number including the dashes: 878b-3a-200b. Once you have verified your

If Experian is unable to complete identity proofing, there is a manual ID proofing process available. If
manual ID proofing is required, send an email to DMS.IDProofing@ky.gov.

26. After the user’s identify is verified, enter in Agent ID. Enter any remaining details that are
available on the Access Request screen. Then, Click Next.

e Your Agent ID is your Kentucky DOI number.
» Do not enter your National Producer Number (NPN).

» If you are unsure of your DOl number you may search for it here.

CcC O # kogtestinternal.chfsinetky.gov, r » @ Incognito

» | [ Other bookmarks  [E] Reading list

Access Request

The roles you have requested require the following credential details to complete the request. Click Next
when finished.

Required Credentials

DOI Agent Credential

Enter Agent ID

Enter Date of Birth:

Enter Last 4 digits of SSN:

27. Now, the Agent is prompted to download and set-up their multi-factor authentication
(MFA). Follow the instructions in Section 4 of this document to complete this process.

T ]
| Please note: For more KOG information and troubleshooting please refer to the KOG Quick |
| Reference Guide on the KHBE Website: KHBE.ky.qov :
L i

14


https://healthbenefitexchange.ky.gov/Pages/index.aspx
mailto:DMS.IDProofing@ky.gov
https://insurance.ky.gov/ppc/Agent/Default.aspx

Agent Welcome Packet

4 Agents who Already Have KOG Accounts

Individuals who already have a KOG account should NOT create a hew account and should use
their existing KOG account to access the trainings in MyPurpose. The high-level process an
Agent with an existing KOG account must complete is as follows:

1. Day #1: Obtaining the Agent Training Role in KOG - Navigate to KHBE Insurance
Agents page and select Let’s Get Started, and log into existing KOG account. Enter
Agent information, navigate to KOG homepage, and click Launch next to Agent
Training tile in KOG.

2. Day #2: Accessing MyPurpose and Completing Trainings - It may take up to 24
hours for the Agent to access training after clicking Launch next to the Agent Training
tile in KOG. After 24 hours have passed, log into KOG and launch MyPurpose. Then,
search for and complete the training.

3. Day #3: Accessing AgentPortal - After the Agent completes the State-Based
Marketplace Training on MyPurpose and passes the assessment, it may take up to 24
hours for the Agent to gain access to kynect health coverage and AgentPortal.

4.1 Obtaining the Agent Training Role in KOG

1. Navigate to KHBE Insurance Agents page and click Let’s Get Started.

2. Log into existing KOG account.

3. At this point, some users may be prompted to verify their identities. In this case, the Agent
must provide answers to each required question to complete the Remote Identity Proofing
(RIDP) process.

User Verification

15


https://kynect.ky.gov/healthcoverage/s/agents?language=en_US
https://kynect.ky.gov/healthcoverage/s/agents?language=en_US
https://kynect.ky.gov/healthcoverage/s/agents?language=en_US

Agent Welcome Packet

e If you do not encounter the RIDP screen please proceed to Step 4.

e If you encounter this screen, please enter information in all fieds on this screen and
enter your personal information (home address, personal phone number, etc.).

+ Do not enter your business address and phone number.

* Enter your name exactly as it appears on your Kentucky DOI license
including hyphens and extensions (Jr., Sr., lll, etc.). Any name changes that
may have occurred should be matched with the information provided to
Kentucky DOI.

e Completed the subsequent screens and follow the onscreen instructions to confirm
your identity.

| Please note: This information is being used to identify you as an individual and will not be shared :
: or displayed in the system. If you are unsure of how DOI has your information listed you may |
| search for it here. I

4. Enter in Agent ID. Enter any remaining details that are available and make sure all
information is accurately entered on the Access Request screen. Then, click Next.

e Your Agent ID is your Kentucky DOI number.
» Do not enter your National Producer Number (NPN).
» If you are unsure of your DOl number you may search for it here.

CcC 0 @& kogtestinternal.chfsinetky.gov w N 9 Incognito

B Other bookmarks

Access Request

The roles you have requested require the following credential details to complete the request. Click Next
when finished.

Required Credentials

DOI Agent Credential

Enter Agent ID

Enter Date of Birth:

Enter Last 4 digits of SSN:
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5. Now, the Agent is prompted to download and set-up their multi-factor authentication
(MFA). Follow the instructions in Section 4 of this document to complete this process.

6. After completing the MFA download steps in Section 4.1 of this document, navigate to the
KOG Homepage.

7. Loginto KOG using Agent KOG credentials.
8. Navigate to the Agent Training tile from the KOG dashboard.

9. Click Launch from the Agent Training tile.

Organization Agent Training

Management

MyPurpose Learning Management
system for kynectors.

| Please note: It may take up to 24 hours for MyPurpose to establish the user’s profile. Once the :
: profile is established the agent is able to access and complete the training. I

4.2 Accessing MyPurpose and Completing Trainings

1. 24 hours after the Agent completes the steps in Section 3.1, navigate to the KOG
Homepage.

2.  Loginto KOG using Agent KOG credentials.
3. Navigate to the Agent Training tile from the KOG dashboard.

17
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4. Click Launch from the Agent Training tile.

Qsearch

W elelotelefal elelfel elwlalslefale] s elufwlel ]y ]o]

Organization Agent Training Self Service Portal
Management

The Organization Managesent Application Ve P

enabi butiness partner system for kynectors public assistance

organizahons to onboard and adms MEDICAID, CHILD CARE) and ation 24/7
J thei o ations from through an online agplication and account.

3 centralized management tool

_ . I
Please note: You may be prompted to sign in again but should not have to re-enter your |
| credentials. I

77PURPOSE

= (e
...... 5 LR o

2oV irn ead. Serve Lo
Home Need Assistance? Profie Connect Leaming Ceetfication Cortent ar Open Dpportunites Reports Admn

Welcom ustin

KWL EDGE

I
%\; el Swiys  ABluTy
W T =
TRANING GrRoWTrt

PURPOSE

Be the BEST Version of Yourself!

LEARNING PERFORMANG £ MYPROFILE MEOMMUNITY

6. Follow the steps in Section 5.1 of this document to complete the required trainings in

MyPurpose.
r ———————————————————————————————————————————— i |
| Please note: Allow 24 hours to gain access to Agent Portal after completing the required
: trainings and passing the Assessment in MyPurpose. |
e |

18
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5 Multi-Factor Authentication

Multi-Factor Authentication (MFA) is an authentication method that requires Agents to provide two or
more verification factors to gain access to MyPurpose and kynect. Users may be presented with
different security methods to complete MFA.

: Please note: If users are presented with multiple security methods set up options, KOG highly |
| recommends that users choose to set up Okta Verify as their security method to complete MFA. I

5.1 Setup MFA: Okta Verify (Computer Browser)

When logging into KOG for the first time, if the email address and password entered on the new KOG
login screen are correct, users will navigate to the Set up security methods screen. Follow the steps
below to set up Okta Verify using a computer browser.

1. Onthe Set up security methods screen, click Set Up under Okta Verify.

2. Once on the Set up Okta Verify screen, users should download the Okta Verify
application to their mobile device or tablet/iPad from the App Store (iPhone and iPad) or
Google Play (Android devices).

KENTUCK Y.l
ONLINE GATEWAY

)

Set up Okta Verify

19



Please note: The app may prompt you to enable certain features on your device (camera, Face
ID, or Touch ID, push natifications, etc.) that will assist in completing the MFA enroliment. Please

3. Users should follow the screenshots below to download, install and open the Okta Verify

application on their mobile device or tablet/iPad.

allow these features.

3:339 w T

Q) okta verify

1Password - Passwor...

@ enerate & autofill passwo OPEN

Okta Verify
e Busine 1 GET
Fook ek

.
Okta Mobile
Susine GET
kK

L4

[
¢
jo
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o

Ways to verify

When signing in, enter a code from this app,
tap Yes on a push notification, or tap the
“Sign in using Okta Verify on this device"

button.

o Add Account

3:379 wFT.

Welcome to Okta Verify

Securely sign in to your organization's apps.

Add Account

to add

Organization 6

Work, school, company

Other
Facebook, Google, etc

Choose Account Type

Choose the type of account you would like

3:379 w FT.

How it works

When you access your organization's apps,
use Okta Verify to confirm your identity.

>

20
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5.
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When prompted, select Yes, Ready to Scan to open the device camera.

Okta Verify

Do You Have Your
QR Code?

Before you continue, make sure your QR
code is shown on another device, such as a
laptop

Where do | get my QR code?

L No, Sign In Instead

7 Yes, Ready to Scan

Use the camera feature to position the QR code within the highlighted box to be scanned.

Scan QR Code

Center QR Code within the Frame

Enter Key Manually

21
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If the user’s device successfully scans the QR code, KOG will recognize that the Okta
Verify MFA enroliment is complete. If no other authentication factors are available to
enroll, users will be redirected to their application.

)
|
|
| e
|
| e
I.
|
(.

KENTUCKY.ai®
ONLINE GATEWAY

Set up security methods

@® citD60822. user02b@keups.net
Need Assistance?

Security methods help protect your account
by ensuring only you have access.

You have successfully set up the required
security method. We recommend that you
also set up at least one of the below
mentioned optional security method.

Set up optional

\. Phone

Verify with a code sent to your phone

Used for access or recovery

Set up

@/( Symantec VIP

Verify by entering a temporary code
from the Symantec VIP app.
Used for access

Set up

Set up later

Back to sign in

English Help

22
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5.2 Set up MFA: Okta Verify (Mobile Device or Tablet/iPad Browser)

When logging into KOG for the first time, if the email address and password entered on the new KOG
login screen are correct, users will navigate to the Set up security methods screen. Follow the steps
below to set up Okta Verify using a Mobile Device or Tablet/iPad browser.

1. Onthe Set up security methods screen, click Set Up under Okta Verify.

7859 o T -
AA B & ssoi.dev.kog.ky.gov &
KENTUCKY.
ONLINE GATEWAY
Set up security methods
Set up required
e Okta Verify
‘. Phamn
4 I

2. Select Can’t scan?, located below the QR code.

KENTUCKY.
ONLINE GATEWAY

O

Set up Okta Verify

English [V

23
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3. Select Text me a setup link if you prefer to have the setup link texted to you using SMS,
then select Next.

Skip the steps below and proceed to Step 7.
____________________________________________ .
8:00 W T -
AA B & ssoi.dev.kog.ky.gov e

KENTUCKY.«f®
ONLINE GATEWAY

Set up Okta Verify

® cit060822.user03b@keups.net

Need Assistance?

Which option do you want to try?

Email me a setup link

®) Text me a setup link

A —

Next < Tap here

Return to authenticator list

Back to sign in

< M M

24



4.

5.
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After selecting Text me a setup link, users should enter the 10-digit phone number
associated with their mobile device into the Phone number field and select Send me the
setup link. *Standard mobile messaging rates may apply from your mobile carrier.*

8:019

AA

Un

Country

Phone number

=
w 7T

& ssoi.dev.kog.ky.gov (&

KENTUCK Y.
ONLINE GATEWAY

O

Set up Okta Verify via SMS
® cit060822 user03b@keups.net

Need Assistance

ited States

~ Enter phone 0
5555355555

The onscreen message notifies users to Check their text messages.

8:029

English € Help

This w

w T -

& ssoi.dev.kog.ky.gov

KENTUCKY..f®
ONLINE GATEWAY

O

Check your text messages

WARNING

ebsite is the property of the

25
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Users receive a SMS text message to their mobile device containing a link. Select the link

and proceed to Step 10.

Click here to enroll Okta
Verify :

0518709

If users would prefer to have the setup link emailed, select Email me a setup link and

click Next.

# ssoi.dev.kog.ky.gov

KENTUCKY.
ONLINE GATEWAY

©

Set up Okta Verify

N—
Next < Tap here ( 2
N——
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9.

Agent Welcome Packet

Users should enter their email address into the Email field and click Send me the setup

link.

& ssoi.dev.kog.ky.gov

KENTUCK Y.

ONLINE GATEWAY

“Send me the setup link

Or try a different way to set up Okta
Verify.

Return to authenticator list

Users should log into their email account on their mobile device or tablet/iPad and retrieve
an emalil titled as “Push Verify Activation Email”. Click Activate Okta Verify Push.

& mail.google.com

- KEUPS Alerts
t etalls

KENTUCKY..l
ONLINE GATEWAY

Kentucky Online Gateway
- Okta Verify Push
Registration

Hi cit060822 user03b,

Kentucky Online Gateway uses Okta
Verify Push for multi factor
authentication.

Click the following link from your mobile
device to activate Okta Verify Push for
your account

cit060822 user03b@keups.net:

Tap here Activate Okta Verify Push
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10. If users have not yet downloaded Okta Verify app to their mobile device or tablet/iPad,
continue to the step below (STEP 10A). If users have already downloaded Okta Verify app
to their mobile device or tablet/iPad, skip STEP 10A, go to STEP 10B.

A. STEP 10A: To open the emailed or texted link, users will need to download Okta
Verify to their mobile device or tablet/iPad. Select OK on the pop-up message and
then select Download OKTA Verify. After users download the Okta Verify Application
and see the “Welcome to Okta Verify” message, go back to the email or SMS Text
message and re-select Activate Okta Verify Push.

< Messages all T 7:59 PM 7 79%@m) a1 T-Mobile T 8:09 PM < 78% mm>

ssoi.dev.kog.ky.gov ssoi.dev.kog.ky.gov

Okta Verify

Open the Okta Verify app to complete enroliment
Safari cannot open the page because the

address is invalid. If Okta Verify is not installed on your device, it can
be downloaded from the App Store.

< > d o m O < > M m b

B. STEP 10B: If users have previously downloaded Okta Verify to their mobile device or
tablet/iPad, their device browser will ask if they would like to open the page in Okta
Verify. Click Open.

1M179
< Messages

AA & ssoi.dev.kog.ky.gov

Open this page in “Okta Verify"?
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11.

12.

Agent Welcome Packet

Click Get Started.

O

Welcome to Okta Verify

You're about to set up an account for
ssoi.dev.kog.ky.gov to securely sign in to
your organization’s apps.

Q@
N
& /
oo

L 4
Get Started

Choose Enable to enable Okta Verify to use Face ID or Not Now to move to the next
step.
1118 97

<« Safari

G
)
Enable Face ID

This allows you to use Okta Verify with Face
ID to access apps.

=
Enable

Not Now
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13. Click Set as Default to set this KOG account as the default account in Okta Verify or click
Skip.

Set as Default Okta
FastPass Account?

You have more than 1 ssoi.dev.kog.ky.gov
account that has Okta FastPass enabled. Set
this account as your default to use it for Okta
FastPass verification for ssoi.dev.kog.ky.gov.

You can change your default account at any
time in your account details.

Set as Default

Skip

14. Click Done.

111189

< Safari

Account Added

b@keur

You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your
device. You'll need it to sign in.
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15. Navigate back to your KOG login browser where you initially began the setup process.
16. After completing this process, the Okta Verify MFA enrollment is complete. If no other
authentication factors are available to enroll, users will be redirected to their application.

KENTUCK Y.auils
ONLINE GATEWAY

Set up security methods

® cit060822.user02b@keups.net
Need Assistance?

Security methods help protect your account
by ensuring only you have access.

You have successfully set up the required
security method. We recommend that you
also set up at least one of the below
mentioned optional security method.

Set up optional

& Phone

Verify with a code sent to your phone

Used for access or recovery

Set up

Symantec VIP

Verify by entering a temporary code
from the Symantec VIP app.

Used for access

<

Set up

Set up later

Back to sign in

English Help
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4.3 Setup MFA: SMS Text Message

When logging into KOG for the first time, if the email address and password entered on the new KOG
login screen are correct, users will navigate to the Set up security methods screen. Follow the steps
below to complete MFA through SMS text message using a cell phone.

1. Onthe Set up security methods screen, click Set Up under Phone.

KENTUCKY.all®

ONLINE GATEWAY

Set up security methods
@ cit060822 userO2b@keups.net

Need Assistance?

Security methods help protect your account
by ensuring only you have access

Set up required
e Okta Verify
Okta Verify Is an authenticator app.
installed on your phone. used to
prove your identity
Recommended
Setup

& Phone

Verify with a code sent to your phone

Setup & Click here

«  SymantecVip
= Verify by entering a temporary code
from the Symantec VIP app.

Setup

Back to sign in

English (V] Help

2. Users should click SMS and enter the 10-digit phone number for their mobile device into
the Phone number field and click Receive a code via SMS. *Standard mobile messaging
rates may apply from your mobile carrier. *

KENTUCK Y.l
ONLINE GATEWAY

.

Set up phone authentication

Country

Phone number

Enter phone number . -1 | 5555555559

Click here
—-—
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3. Users will receive a SMS text message to their mobile device containing a 6-digit code.
Users should return to the KOG screen and enter the 6-digit code they received into the

Enter Code field and click Verify.

KENTUCK Y.l
ONLINE GATEWAY

S~

Set up phone authentication
@ citose
N

Enter Code

1 Enter code __MERrtE]

WARNING

4. If the code was entered correctly, KOG will recognize that the SMS text message-based
Phone MFA enrollment is complete. If no other authentication factors are available to

enroll, users will be redirected to their application.

KENTUCK Y.l
ONLINE GATEWAY

Set up security methods

Security methods help protect your account
by ensuring only you have access
You have successfully set up the required
security method. We recommend that you
also set up at least one of the below
mentioned optional security method

Set up optional

[} Okta Verify
Okta Verify is an authenticator app.
installed on your phone. used to
prove your identity

Recommended
Setup
\’ Symantec VIP

Verify by entering a temporary code
from the Symantec VIP app.

Set up

Back to sign in

English V| Help
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5.3 Set up MFA: Voice Call

Agent Welcome Packet

When logging into KOG for the first time, if the email address and password entered on the new KOG
login screen are correct, users will navigate to the Set up security methods screen. Follow the steps

below to complete MFA through Voice Call using a cell phone.
1.

On the Set up security methods screen, click Set Up under Phone.

KENTUCKY.al®

ONLINE GATEWAY

Set up security methods

® cit060822 userO2b@keups net

Need Assistance?

Security methods help protect your account

by ensuring only you have access.

Set up required

(]

Okta Verify

Okta Verify is an authenticator app.
installed on your phone. used to
prove your identity

Recommended

Setup

Phone
Verify with a code sent to your phone

setup . Clickhere

Symantec VIP
Verify by entering a temporary code
from the Symantec ViP app.

Setup

Back to sign in

English [V| Help

Users should click Voice call and enter their 10-digit phone number into the Phone
number field (and extension into the Extension field if applicable) and click Receive a

code via voice call.

KENTUCK Y.l
ONLINE GATEWAY

o

Set up phone authentication

Phone number

Enter phone number 8

5555555555
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3. Users will receive a phone call and the voice on the line will read off a 5-digit code. Return
to the KOG screen and enter the 5-digit code into the Enter Code field and click Verify.

KENTUCKY.
ONLINE GATEWAY

o

Set up phone authentication

English v

4. If the code was entered correctly, KOG will recognize that the Voice Call-based Phone
MFA enrollment is complete. If no other authentication factors are available to enroll, users
will be redirected to their application.

L 1
| Please note: KOG recommends that users also set up at least one of the other security methods: |
| I
| ° '

I
: o Okta Verify: Mohile Device or Tablet/iPad Browser |
| o |
- _ - J

KENTUCK Y.l

ONLINE GATEWAY

Set up security methods

® cit060822 user02b@keups.net

Need Assistance?

Security methods help protect your account
by ensuring only you have access
You have successfully set up the required
security method. We recommend that you
also set up at least one of the below
mentioned optional security method

Set up optional

@) Okavery

Okta Verify is an authenticator app.

n your phone. used to
prove your identity

Recommended

Setup

«  SymantecVIP
- Verify by entering a temporary code
from the Symantec VIP app.

Setup

Back to sign in

English (V] Help
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5.4 Re-Register MFA: Symantec VIP Access Token

KOG continues to offer Symantec VIP as a security method for MFA. If users previously used
Symantec VIP to log into KOG supported applications, users will need to re-enroll into Symantec VIP
as a one-time activity.

: Please note: Users who downloaded the Symantec VIP application previously, DO NOT needto |
| re-install the app. :

When logging into KOG for the first time, if the email address and password entered on the new KOG
login screen are correct, users will navigate to the Set up security methods screen. Follow the steps
below to complete MFA through Symantec VIP.

1. Onthe Set up security methods screen, click Set Up under Symantec VIP.

KENTUCKY.i
ONLINE GATEWAY

Set up security methods

Recommended

Set up

‘/ Symantec VIP

Click here Setup

36



Agent Welcome Packet

After opening the Symantec VIP app on your device, you will see a Credential ID and a
Security Code in a small black box. To copy the Credential ID from Symantec VIP app,
click the button next to the Credential ID (that looks like two sheets of paper). Return to the

KOG screen and either paste or manually enter the 12-digit Credential ID into the
Credential ID field.

KENTUCK Y.t
ONLINE GATEWAY

S?

Set up Symantec VIP

Enter credential ID

Py VSST36895167

Security code 1

Security code 2

Enroll

Copy the Security Code from the Symantec VIP app. To copy the Security Code, click the
button next to the Security Code (that looks like two sheets of paper). Return to the KOG

screen and either paste or manually enter the 6-digit Security Code into the Security code
1 field.

KENTUCK Y.t
ONLINE GATEWAY

S /

Set up Symantec VIP

Enter credential ID

VSST36895167

Security code 1

Security code 2

950799 ¢
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4. Wait until a new Security Code appears in Symantec VIP app and copy the newly
generated Security Code. Return to the KOG screen and either paste or manually enter
the newly generated 6-digit Security Code into the Security code 2 field, then click Enroll.

I . . .
| Please note: The Security Code refreshes every thirty (30) seconds. If the 2" code expires I
| before users click the Enroll button, enrollment will fail, and users will need to return to the VIP :
: Access application to receive two new valid Security Codes. |

KENTUCKY.il
ONLINE GATEWAY
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5. If the Credential ID and Security Codes were entered correctly, KOG will recognize that
the Symantec VIP MFA enrollment is complete. If no other authentication factors are

available to enroll, users will be redirected to their application.

KENTUCK Y.l
OMLINE GATEWAY

Set up security methods

PCT HOUr ACCOUNT

u have access.

You have successfully set up the required
security method, We recommend that you
also set up at least one of the below
mentioned optional security method

Set up optional

e Okta Verify
kta Vi

prove your identity
Recommended
Setup

\Phom

Verify with a cocle sent to your phone

Setup
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5.5 Install Symantec VIP Access Token

If Agents decide to use Symantec VIP Access Token to access MyPurpose or kynect and do not have
Symantec VIP on their machine or device, Agents should follow the steps below.

| . .
| Please note: Users who previously used Symantec VIP to complete MFA will need to re-enroll I
| into Symantec VIP as a one-time activity to continue using this MFA security method. However, :
: users DO NOT need to re-install the app. |

Please note: The software is available for desktop and mobile. Please download the I
required type. To download for a desktop, use the link above and follow the steps below. |
To download for mobile, download the app from the app store or Google Play on your |
mobile device. :

\/SymanteCKVIP [ J

Secure Authentication

SYMC8187 4897
Anywhere

Your key to one swipe two-step authentication.

645943

| Please note: In some instances, a System Administrator from your Agency may be I
: required to download this software on your behalf. |
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2. To download the Symantec VIP token, choose of the options:

° To download for Windows-based machine, click Windows.

° To download for Mac, click Mac.

Choose your options

VIP Access for Mobile

’

3. Click Run to set up VIP Access.

Choose your options

VIP Access for Mobile

’

i0S

Do you want to run or save VIPAccessSetup.exe (12.1 MB) from s3-us-east-2.amazonaws.com?

@ This type of file could harm your computer.

VIP Access for Computer

s

Mac Windows
Mac 05 X1 12 o bighee idons* 7 91, Windrwr* 8,81
e 10 (e desdoop made

VIP Access for Computer

’

Mac Windows
Mac OS X 10.12 or higher Windows® 7 SP1, Windows™ 8, 8.1
and 10 (eative desktop mode ouly)

save 2 Caneel
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4. Click Next.

Choose your options

VIP Access for Computer
Welcome to the VIP Access Setup Wizard

s
Use this wizard to instal Validation and ID Protection Service (VIP) .
Access,
Mac Windows
fac OS X 10.12 or higher ‘Windows® 7 SP1, Windows™ 8, 8.1
and 10 (mative desktop mode only)

Symantec.

WARNING: This computer program is protected by copyright law
and international treaties. Unauthorized duplication or distribution off
this program, or any portion of it, may result in severe civil or
criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

5. Check l accept the terms in the license agreement (if the terms are accepted) and click
Next.

#

" t Symantec.
icense Agreement Jvuldauon &

1D Protection
Review the license agreement before installing VIP Access.

VIP Access for Computer
Protection Services (“Services”). “Licensed Software” means the

Symantec software program, in object code form, accompanying this

License Agreement, including any associated program documentation

included in, or provided for use with, such software.

License Restrictions and Obligations. You may not, without U
Symantec's prior written consent, conduct, cause or permit the: (i) .
use, copying, modification, rental, lease, sublease, sublicense, or Mac Windows
transfer of the Licensed Software except as expressly provided in this Mac 05 X 10.12 o hisher Windows* 7 $P1, Windows® 8,81
License Agreement; (ii) creation of any derivative works based on the © i} 2nd 10 (eative deskeop mode only)

(® I accept the terms in the license agreement
(O1do not accept the terms in the license agreement

Cancel
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6. Select Install Location and click Next.

ﬁ VIP Access

Symantec.
Validation &
1D Protection

Select Install Location J

This wizard willinstall VIP Access in the location shown below.To install VIP Access in a different
location, select Browse.

Select Next to start the installation process.

~ Folder:

:J C:\Program Files (x86)\Symantec\VIP Access Client| * Browse...

7. Click Install to begin the Installation.

#3 VIP Access X

Symantec.
Validation &

1D Protection

Ready to Install the Program

Select Install to begin the installation.

If you want to review or change any of your installation settings, select Back. Select Cancel
to exit the wizard.

43

VIP Access for Computer

&

Mac Windows
Mac O3 X 10.12 or higher Windows* 7 SP1, Windows® 8, 8.1
20d 10 (eative desktop paode oy

VIP Access for Computer

i

Mac Windows
Mac 05 X 10.12 or higher Windows* 7 $P1, Windows* 8, 8.1
and 10 (eative deskeop mode only)
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8. Click Finish. The VIP Access is installed successfully.

Choose your options

InstaliShield Wizard Completed

VIP Access installed successfully.

Note: Go to All Programs from the Start menu to launch VIP

Access,

VIP Access for Computer

@

Mac Windows
Mac OS X 10.12 or bigher Windows* 7 $P1, Windows* 8, 8.1
and 10 (eative deskiop mode oaly)

Agent Welcome Packet

9. The user has successfully registered MFA on their computer. Click on the VIP Access icon. In
the bottom right on the screen, the VIP Access Credential ID, and Security Code display.

o)

VIP Access

44

~ VIP Access

‘ Credential ID

'
VSST60894784 |

Security Code 015\ )
048223 © ‘

Symantec.
Validation &
1D Protection
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10. Navigate back to the MFA screen on the browser. Type a Token Nickname (e.g., John’s
Laptop, etc.).

e  Enter (or copy and paste) the Credential ID from the VIP Access icon on the
computer.

e  Enter (or copy and paste) the Security Code from the VIP Access icon on the
computer.

° Click Continue.

Register New Security Token

Softoren I Token Nickname I
VALTORE04 784 Copy and paste the Credential 1D from the VIP
ACCOSS 1con on your computor
Crtennel ©
-
0 ) ' copy and paste the Security Code from the VIP
. v azoran ACCESS CON ON your computer

S vy

S oy Conba
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6 Login Instructions

Agents should proceed with the following steps to log into the system:
1. Navigate to https://kog.chfs.ky.gov.

2. Enter Email Address and click Next.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help
Page.

KENTUCK Y.l
ONLINE GATEWAY

Sign In with your Kentucky Online
Gateway (KOG) Account

Email Address

English v

3. Enter Password and click Verify.

KENTUCKY. il
ONLINE GATEWAY

Verify with your password

Password

Please note: If any application within KOG requires Multi-Factor Authentication (MFA), users
are prompted to complete MFA when logging into KOG, rather than when accessing the
specific application.

4. The system redirects the user to complete Multi-Factor Authentication, through Okta Verify,

Symantec VIP, or phone, depending on the MFA the user has enrolled in. Complete the
required steps for MFA.
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7 Complete the SBM Registration Training and KHBE Trainings

Once the Agent has the MyPurpose tile on their Kentucky Online Gateway home page, they

should complete the required trainings. All trainings required for Agents are provided through
KHBE's Learning Management System, MyPurpose. Agents should follow the steps below to
complete the trainings.

: Please note: Agents who previously participated on the Federally Facilitated Marketplace (FFM)
| can still expect to receive communications from the FFM regarding PY2022 Training and

| Registration. Agents should complete the trainings required for certification in the states in which
: they are licensed. If a Kentucky licensed Agent plans to operate only in Kentucky, they only need
| tocomplete the State-Based Marketplace (SBM) Certification/Registration Training.

7.1 Stepsto Complete KHBE’s Trainings

Navigate to the KOG Homepage.

Log into KOG using Agent KOG credentials.
Navigate to the Agent Training tile from the KOG dashboard.

R A

Click Launch from the Agent Training tile.

M - ;
y. LT TR L L L T

Organization Agent Training Self Service Portal
Management

MyPurpose Learning Management
system for kynectors.

. , I
Please note: You may be prompted to sign in again but should not have to re-enter your |
credentials. |
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Navigate to the MyPurpose homepage.

KloWLEDGE

&xLOH‘PETENC! ks

TRANING

PEOPLETOPURPOSE

MEOMMUNITY

Be the BEST Version of Yourself!
g '—7‘
':“‘»‘ Q‘vl .-"‘..‘ .
t A B

MYPROFILE

k@!*!

LEAFMNG

6.

Type KHBE in the search bar at the top right of the MyPurpose screen.

««««««

onnect

Open Opportunities

KlowlEDGE

§,’v£,a1‘PE‘rENce e

ABluTyY

GROWITH

‘ Tnlimn&

TEAMKENTUCKY

PEOPLE PURPOSE
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7. Look for the training Plan Year 2022 State-Based Marketplace Registration
Training for Agents in the Global search results.

8. Click the title for the training to enter the Training Details screen.

‘ PU RPOSE ,f:.:.’f:f}

Global Search

m-a [
Ep?
| = KHBE State Based Exchange Training for Agents
- KHBE Assister FFM Jat!

t KHBE Application Assister KI-HIPP Policy Tralning
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9. Click Request to register for the training.

??@PURPOSE

Home Need Assistance? Profile Connect Leaming Performance Open Opportunities
-

~ oarct Tranung Detalls

Training Details

’ KHBE State Based Exchange Training for Agents

iculum - Cabinet for Health & Famify Services . 1hout

Available Languages

English {US

Version

Subjects

Employee Development

Curriculum

10. Navigate back to the MyPurpose homepage.
11. Scroll down and locate the My Training box.

12. Click on My Training at the top of the My Training box to go to the Transcript screen.

_ S lneg

- . Due Date Action
View transcript
(0 approved trainingvselec(ion(s_))
(Registered for 4 fraining selection(s)) KHBE State B Exchange Training for Agents e g

MyCAREER FAQs
MyLEARNING FAQs
MyPERFORMANCE FAQs

MyPROFILE FAQs
v o For Training: Please make sure you are using Internet Explorer 11 with the pop up blocker tuned
MyCOMMUNITY FAQS off. If you do not have Internet Explorer 11 you will need to use Google Chrome with the pop up
blocker turned off and the flash player enabled.

Accessibility Assistance FAQs

System Requirements & Miscellaneous Social Feed

SS— you — iestionsiok e assIstance: Accessibility Focus Group - Elizabeth Cram has received a reply to the discussion:
ity in Kentucky. Tha

e | loved seeing this good news regarding
e 3/26/2020 8:56 AM - 7 Comments - Connect
~ Accessibility Focus Group - Neil Popplewell has received a reply to the discussion:
& Future Accessibility Guidelines—for People Who Can't Wait to Read Them
vk 3/5/2020 5:17 PM - 1 Comments - Connect

|
: page.
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13. Click Open Curriculum next to the relevant training.

Justin Mulling Bio ¥ Feedback Transeript Actions ¥ Snapshot

@ > ustinMullins ) Transcript: Justin Mallins

Transcript: Justin Mullins

anage all ac re using Internet Explorer 11 with the pop up blocker turned off.  you do not have Intermet Explarer 11 you will need to

Chrome with the pop u;

0 HRS

Active™ | ByDate Added™ | All Types™

Search Results (2)

‘ KHBE State Based Exchange Training for Agents Open Curriculum ~ ~
Due: No Due Date  Status: Registered

14. Click Activate from the training details screen and the Activate button will switch to
Launch.
77PURPOSE D — =

Need Assistance? Prafie Cennect Learning Pertarmance Open Oppornunities

KHBE State Based Exchange Training for Agents Options ~

|
I Mod 1 ‘ Activate -
| .
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15. Click Launch next to launch the training.

77PURPOSE

NesdAssisnce?  Profle  Connect  Lsaming  Performance  Open Opporunities

KHBE State Based Exchange Training for Agents

0%

Mod 1 -
| (pe—

fornerstone

16. Click Accept from the Training Agreement page.

Extensive Content. Countless learning opportunities.
Free to you. Wherever you go. That's CommonweathU!

Ready to dive in? A few quick things.

To view courses during regularly scheduled working hours,
seek approval from your supervisor before taking the course.

You're free to take courses at home, any time of day, without
approval! Please be aware, however, that you will not be
compensated for training completed outside of your regularly
scheduled working hours without advance approval of your
supervisor.

Have FUN! CommonwealthU has THOUSANDS of courses that
are free for you. You'll find many courses from third-party
vendors, Please remember that if a course conflicts with
Kentucky and/or federal law, Kentucky and/or federal law will
control.

System Requirements:

===You must allow pop-ups on this site.”==

Supported Browsers:

Microsoft Intemet Explorer 11 or Edge, Google Chrome,

Safari 8 or higher, Firefox 4 or higher, Opera 27 or higher,
Mobile devices running i0S 9 or higher or Android 5 or higher

17. Begin and complete the training.

18. Complete all modules of the Plan Year 2022 State-Based Marketplace
Registration Training for Agents.

19. After completing all modules of the training, take the corresponding Assessment.

Please note: Agents are allowed 3 attempts to complete the assessment and must obtain a
passing score of 80% or greater. It is recommended that any Agent who has been unsuccessful
in their 2nd attempt of training assessment contact the KHBE Program Inbox at KHBE.ky.gov
prior to beginning their third attempt. This permits KHBE to provide some additional support to
the Agent. If a passing score is not achieved within the 3 attempts, registration as an Agent will
be deferred for 1 year, as he or she will be considered out of compliance with KHBE policy and
state regulation.
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8 After Completing the KHBE Training

After completing the trainings, the Agent has access to the Agent Portal in KOG. To access
Agent Portal, click the kynect Benefits tile on the Agent’s KOG dashboard.

My Apps | All Apps

4L LT T L e e e e L L D T

Agent Training eServices Identity Proofing kynect benefits

Use Agent Traissng 1o acoess the My Purpone Learning Tduals, Buunes entitics, contimuing The ldentiey Proofisg Application 1s utifured W remotely Alows Kentucky's famslies 10 casily sccess poblic
Munsgement S e 1o b v, Fepronal test procion. s an venfy the digital identaies of e requesting ssskstance beoefitsl SNAP, TANE, MEDICAID, CHILD
s courses desigaed for Sote working i the Agent : acvens 1o Commonweakh ouness Applications CARE) ane gion 24/7 throogh am oalise

Program any au . splicaton st account

Launch Launch Launch

Please note: The KHBE Program may require Agents to complete additional training to continue
to improve the service provided for Kentuckians. For further questions, please contact the KHBE

Program email inbox at KHBE.Program@ky.qov.

: Please note: Allow 24 hours to gain access to Agent Portal after completing the required |
| trainings and passing the Assessment in MyPurpose. Agents must complete required trainings in |
: MyPurpose before gaining access to Agent Portal. :
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